o],
CIsco. Cisco Networking Academy” Mind Wide Open
I

JNlabopaTopHasa pab6oTta. Hactpounka Rapid PVST+, PortFast
m BPDU Guard (BapuaHT anga nHCTpykTopa)

MpumeyaHue gns MHcTpykTopa. KpacHbiM WpUTOM 1inm cepbiM OOHOM BbiAENEH TEKCT, KOTOPbIN
oTobpakaeTcsi TONbKO B KOMUU UHCTPYKTOpA.

Tononorusa

Maructpansb

FO/3

Maructpanb

VLAN 10 VLAN 10

MNonb3oBaTenb MNonb3oBaTenb

Tabnuua agpecauum

YcTponctBo | UHTepdenic IP-appec Macka nogceTtu
S1 VLAN 99 192.168.1.11 | 255.255.255.0
S2 VLAN 99 192.168.1.12 | 255.255.255.0
S3 VLAN 99 192.168.1.13 | 255.255.255.0
PC-A NIC 192.168.0.2 255.255.255.0
PC-C NIC 192.168.0.3 255.255.255.0

Ha3HaueHuna cetn VLAN

VLAN Uma
10 User
99 Management

3apaum
YacTtb 1. Co3aaHme ceTy u HacTpoMKa OCHOBHbIX NapamMeTpPoOB YCTPOMCTBA

YacTtb 2. Hactpowka cetenn VLAN, native VLAN n TpaHKOBBLIX KaHanoB

AsTopckoe npaso © komnaHun Cisco n (unu) ee godepHux komnauun, 2017 r. Bce npasa 3awmileHbl. B faHHOM JOKyMeHTe
copepxutcs obwenoctynHas nHgpopmMaums komnanum Cisco. CtpaHuua 1 13 28



Na6opaTopHasa paboTta. HacTtponka Rapid PVST+, PortFast n BPDU Guard

YacTtb 3. HacTtpoika kopHeBOro mocta u npoBepka cxogumoctu PVST+

YacTb 4. Hactpownka Rapid PVST+, PortFast, BPDU guard n npoBepka cxoaumocTu

O6wue cBeaeHusi/cueHapum

Mpotokon spanning-tree ans VLAN (PVST) asnsetca nponpuetapHbiM npoTtokonom Cisco. 1o ymonyaHuto
kommyTaTopbl Cisco ucnonb3aytoT npotokon PVST. Rapid PVST+ (IEEE 802.1w) aBsnseTtcs
ycoBepLUeHCTBOBaHHOM Bepcuert PVST+ 1 obecneyvnBaeT 6onee GbICTpble BbIMUCIEHMS NPOTOKONa
spanning-tree 1 6onee GLICTPYI CXOOUMOCTL MOCIIE U3MEHEHUI TONONOrMKn 2-ro ypoBHs. Rapid PVST+
onpegensieT TpU COCTOSAHUS nopTa: oTOpacbiBaHWe, 00ydYeHWe 1 Nepeckinika, a Takke npeacraBnseT pag
HOBOBBEEHUN B LieNAX ONTUMU3aL MM NPON3BOOUTENBHOCTU CETHU.

B aToi nabopatopHoii pabote BaM NpeacTOMT HaCTPOUTL OCHOBHOW M BCMOMOraTenbHbI KOPHEBBIE MOCTbI,
n3yunTtb cxogmmocTb PVST+, HacTpouTb Rapid PVST+ u cpaBHUTE ero cxogumocTs ¢ PVST+. Kpome Toro,
Heobxoaumo GyaeT HaCTPOUTb MNOrpaHNYHbIE NOPThI A4S HEMEANEHHOro Nnepexoaa B COCTOsIHME NepechINikv
¢ nomoubto PortFast, a Takke 6nokuposatb nepecbiniky BDPU 13 norpaHuyHbIx nopTos, ucnonb3yd BDPU
guard.

MpumeyaHue. B gaHHon nabopaTtopHoi paboTe cogepXnTcs MUHUManbHbIN HAOop KOMaHg, HeoOX0AMMbIX
ansa Hactpovikn. Cnmcok TpebyemMbix komaHg npuseaeH B MpunoxeHun A. NpoBepbTe CBOM 3HAHUSA:
HaCTpONTe YCTPOMCTBA, HE MONb3YACh MPUIOXEHNAMM.

MpumeyaHue. B npaktuyeckunx nabopatopHbix pabotax CCNA ucnone3ytotcs kommytatopbl Cisco Catalyst
2960s ¢ onepauunoHHon cuctemon Cisco IOS 15.0(2) (obpas lanbasek9). JonyckaeTca ncnons3oBaHme
Apyrux Mmoaenen kommyTaTopoB u apyrmux Bepcuit Cisco 10S. B 3aBMCMMOCTM OT MoAenu YCTPOMCTBa

n Bepcun Cisco |OS gocTynHble KOMaHabl U pe3ynbTaTbl X BbINOIHEHUSE MOTYT OTNMYaTbLCS OT TEX, KOTopble
nokasaHbl B nabopaTopHbIX paboTax.

MpumeyvaHme. YoeamTech, YTO BCe HACTPOWKM KOMMyTaTopa yAaaneHbl U 3arpy3oyHast KoHdurypaums
oTcyTcTBYeT. Ecnv Bbl He yBepeHbl, 06paTUTech K MHCTPYKTOPY.

MpumeyaHue ana MHCTpyKTopa. [1opagok MHMumManuaaumm 1 nepesarpy3ku YCTPoNCcTB CM. B PYKOBOACTBE
no nabopaTtopHbIM paboTam A1 UHCTPYKTOpA.
Heobxoaumbie pecypchbl

o 3 kommytatopa (Cisco 2960 ¢ onepaumoHHon cuctemon Cisco 10S 15.0(2) (obpas lanbasek9) unu
aHanorm4yHas Mogenb)

e 2TIK (Windows 7, Vista unu XP ¢ nporpammon amynsumm TepmuHana, Hanpumep Tera Term)
e KoHconbHble kabenu anga HacTpouku yctponcts Cisco |OS uepes KOHCOMbHbIE MNOPTHI

e Kabenu Ethernet, pacnonoxeHHble B COOTBETCTBUM C TOMOSOIMEN.

Yactb 1: Co3aaHue ceT U HacTpoMKa OCHOBHbIX NapamMeTpoB
yCcTpoUucTBa

B 4yacTtu 1 Bbl HAacTpouTe TOMOMNOINIO CETU U Takne GasoBble NapamMeTphl, kak |P-agpeca nHtepdencos,
OOCTYN K yCTPOMCTBAM U Naposu.

lWar 1: Co3panTe ceTb COrnacHoO TOMoONoOruun.
War 2: HacTtpoute yanbi NK.

War 3: BbInonHUTe MHULMANM3aUuIo U Nepesarpy3Ky KOMMyTaTOpPOB.
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LWar 4: HactpouTe 6a3oBble NapameTpbl KaXXAOro KOMMyTaTopa.

a.

g.

OTtkntoumTte nomck DNS.

lMpucBoMTE UMEHa YCTPOMCTBaM B COOTBETCTBUM C TOMOMOrMEn.

HasHauybTe cisco B kKayecTBe Naponsa KOHCONM 1 BUpTyasnbHoro TepMmuHana VTY v BknoyMTe 3anpoc

naponda npu NnoaKrn4YeHnu.

HasHauybTe class B kayecTBe 3awMdpOBaHHOIO Napons AOCTYNa K MPUBUIENMPOBAHHOMY PEXUMY.

Hactpoiite logging synchronous, 4ToGbl COOBLLEHUS OT KOHCOMNM He MO NpepbIBaTh BBOA KOMaH.

OTkIo4MTE BCE NOPTHI KOMMYyTaTOpA.

CoxpaHuTe TeKyLLy KOHUIrypauuto B 3arpy304Hyto KOHUrypaLuuio.

Yactb 2: Hactpowuka ceten VLAN, native VLAN u TpaHKOBbIX KaHanoB

B yacTtu 2 paccmaTtpusatoTcs cosgaHume ceten VLAN, HasHayeHusa cetam VLAN nopToB KommyTaTtopa,

HacTpoKKa TpaHKOBbIX NOPTOB U M3MeHeHue native VLAN ans Bcex KomMyTaTopoB.

MpumeyaHue. KomaHabl, HeobxoamMMmble Ans paboTbl N0 YacTu 2, ykasaHbl B [punoxeHun A. MNpoBepbTe

CBOM 3HaHWs 1 nonbiTanTecb HacTpouTb ceTn VLAN, ceTb VLAN ¢ HeTermpoBaHHbIM Tpadukom
W MarucTpanu, He 3arnsiibiBas B 3TO NPUNOXEHUE.

Lar 1:

Co3panTe cetu VLAN.

Vcnonb3yiiTe COOTBETCTBYOLLME KOMaHAbI, YToObI co3gaTb ceTn VLAN 10 n 99 Ha Bcex koMMyTaTopax.

Mpuceonte cetn VLAN 10 nva User, a cetn VLAN 99 — nms Management.

Lar 2:

S1(config)# wvlan 10

Sl (config-vlan)# name
Sl (config-vlan)# wvlan
S1(config-vlan)# name

S2 (config)# wlan 10

S2 (config-vlan) # name
S2 (config-vlan) # vlan
S2 (config-vlan) # name

S3(config) # wvlan 10

S3 (config-vlan) # name
S3 (config-vlan)# wvlan
S3(

config-vlan) # name

User
99

Management

User
99
Management

User
99

Management

MepeBeauTe nosnb3oBaTeNIbCKUE NOPTbI B PEXUM AOCTyna U Ha3HaubTe cetun VLAN.

Ina nHtepdgenca FO/6 S1 n untepdperica FO/18 S3 BkntounTe NOPTHI, HACTPONTE UX B KAYECTBE NOPTOB
pocTtyna n HasHa4vbTe ux cetn VLAN 10.

AsTopckoe npaso © komnaHun Cisco n (unu) ee godepHux komnauun, 2017 r. Bce npasa 3awmileHbl. B faHHOM JOKyMeHTe

config)# interface

S1(

S1(config-if)# no shutdown
Sl (config-if)# switchport mode access
S1 ¢

config-if)# switchport access vlan 10

fo/6

copepxutcs obwenoctynHas nHgpopmMaums komnanum Cisco.
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config)# interface £0/18
config-if)# no shutdown

S3(
S3(
S3(config-if)# switchport mode access
S3(

config-if) # switchport access vlan 10

War 3: HacTtpouTte TpaHKOBbIe MNOPThI U Ha3Ha4YbTe ux cetun native VLAN 99.

Insa nopto FO/1 n FO/3 Ha Bcex KOMMyTaTopax BKIOYMTE NOPThI, HACTPOWTE MX B KAYECTBE TPAHKOBbIX
1 HasHa4ybTe ux cetun native VLAN 99.

S1 (config) # interface range £0/1,£f0/3
Sl (config-if)# no shutdown

Sl (config-if)# switchport mode trunk
S1(

config-if)# switchport trunk native vlan 99
config)# interface range £0/1,£0/3

S2(

S2 (config-if)# no shutdown

S2 (config-if)# switchport mode trunk
S2(

config-if)# switchport trunk native vlan 99
config)# interface range £0/1,£0/3

S3(

S3(config-if)# no shutdown
S3(config-if)# switchport mode trunk
S3(

config-if) # switchport trunk native vlan 99

War 4: HacTponTe agMMHUCTPATUBHbIN NHTepPdENC Ha BCeX KOMMyTaTopax.

VMcnonk3ys Tabnuuy agpecauumn, HaCTPOMUTE Ha BCEX KOMMYTaToOpax aaMUHUCTPATUBHbLIA MHTEpdenc
¢ cooTBeTCcTBYIOLWMM IP-agpecom.

S1(config)# interface wvlan 99
S1(config-if)# ip address 192.168.1.11 255.255.255.0

S2 (config)# interface vlan 99
S2 (config-if)# ip address 192.168.1.12 255.255.255.0

S3(config)# interface vlan 99
S3(config-if)# ip address 192.168.1.13 255.255.255.0

War 5: [poBepka KOH(pUrypaumin n BO3MOXKHOCTU NOAKITHOYEHUS.
Ucnonbayinte komaHay show vlan brief Ha Bcex kommyTaTopax, 4Tobbl y6eanTbCcs B TOM, YTO BCE CETU
VLAN BHeceHbl B Tabnmuy VLAN 1 Ha3Ha4yeHbl NpaBusibHbIE NOPThI.

S1# show vlan brief

VLAN Name Status Ports

1 default active Fa0/2, Fa0/4, Fa0/5, Fa0/7
Fa0/8, Fa0/9, Fa0/10, FaO/11
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10
99
1002
1003
1004
1005

S24#

User

Management
fddi-default
token-ring-default
fddinet-default
trnet-default

show vlan brief

active
active
act/unsup
act/unsup
act/unsup

act/unsup

Status

Fa0/12,
FaO/1le,
Fa0/20,
Fa0/24,
Fa0/6

Fa0/13, Fa0/14, Fa0/15
Fa0/17, Fa0/18, Fa0/19
Fa0/21, Fa0/22, Fa0/23
Gi0/1, Gi0/2

10
99
1002
1003
1004
1005

S34#

default

User

Management
fddi-default
token-ring-default
fddinet-default
trnet-default

show vlan brief

active

active
active
act/unsup
act/unsup
act/unsup

act/unsup

Status

Fa0/2,
Fa0/7,
Fa0/11,
Fa0/15,
Fa0/19,
Fa0/23,

Fa0/4, FaO/5, Fa0/6
Fa0/8, Fa0/9, Fa0/10

Fa0/12, Fa0/13, Fa0/14
Fa0O/16, Fa0/17, Fa0/18
Fa0/20, Fa0/21, Fa0/22
Fa0/24, Gi0/1, Gi0/2

10
99
1002
1003
1004
1005

default

User

Management
fddi-default
token-ring-default
fddinet-default
trnet-default

active

active
active
act/unsup
act/unsup
act/unsup

act/unsup

Fa0/2,
Fa0/7,
Fa0/11,
Fa0/15,
Fa0/20,
Fa0/24,
Fa0/18

Fa0/4, Fa0/5, Fa0/6
Fa0/8, Fa0/9, Fa0/10

Fa0/12, Fa0/13, Fa0/14
Fa0/16, Fa0/17, Fa0/19
Fa0/21, Fa0/22, Fa0/23
Gi0/1, Gi0/2

Wcnonb3yiiTe komaHay show interfaces trunk Ha Bcex kKoMMyTaTopax Ans NPOBEPKM MarncTpanbHbIX

MHTepdencos.

S1# show interfaces trunk

AsTopckoe npaso © komnaHun Cisco n (unu) ee godepHux komnauun, 2017 r. Bce npasa 3awmileHbl. B faHHOM JOKyMeHTe
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Port
Fa0/1
Fa0/3

Port
Fa0/1
Fa0/3

Port
Fa0/1
Fa0/3

Port
Fa0/1
Fa0/3

Mode Encapsulation Status Native vlan
on 802.1qg trunking 99
on 802.1qg trunking 99

Vlans allowed on trunk
1-4094
1-4094

Vlans allowed and active in management domain
1,10,99
1,10,99

Vlans in spanning tree forwarding state and not pruned
none
1,10,99

S2# show interfaces trunk

Port
Fa0/1
Fa0/3

Port
Fa0/1
Fa0/3

Port
Fa0/1
Fa0/3

Port
Fa0/1
Fa0/3

Mode Encapsulation Status Native vlan
on 802.1qg trunking 99
on 802.1qg trunking 99

Vlans allowed on trunk
1-4094
1-4094

Vlans allowed and active in management domain
1,10,99
1,10,99

Vlans in spanning tree forwarding state and not pruned
1,10,99
1,10,99

S3# show interfaces trunk

Port
Fa0/1
Fa0/3

Port
Fa0/1
Fa0/3

Port
Fa0/1

Fa0/3

Port

AsTopckoe npaso © komnaHun Cisco n (unu) ee godepHux komnauun, 2017 r. Bce npasa 3awmileHbl. B faHHOM JOKyMeHTe

Mode Encapsulation Status Native vlan
on 802.1qg trunking 99
on 802.1qg trunking 99

Vlans allowed on trunk
1-4094
1-4094

Vlans allowed and active in management domain
1,10,99

1,10,99

Vlans in spanning tree forwarding state and not pruned

copepxutcs obwenoctynHas nHgpopmMaums komnanum Cisco.
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Fa0/1 1,10,99

Fa0/3 1,10,99
Mcnoneayiite komangy show running-config Ha Bcex komMmyTaTopax, 4Tobbl MPOBEPUTL BCE OCTasbHbIE
KOHUrypaumm.

S1# show running-config

Building configuration...

Current configuration : 1857 bytes
|

version 15.0
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S1
!
boot-start-marker
boot-end-marker
!
enable secret 4 06YFDUHH61wAE/kLkDg9BGholQM5EnRtoyr8cHAUg. 2
!
no aaa new-model
system mtu routing 1500
!
no ip domain-lookup
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface FastEthernet(0/1
switchport trunk native vlan 99
switchport mode trunk
!
interface FastEthernet0/2
shutdown
!
interface FastEthernet0/3
switchport trunk native vlan 99
switchport mode trunk
!

interface FastEthernet0/4
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shutdown
!
interface

shutdown
|

interface

FastEthernet0/5

FastEthernet0/6

switchport access vlan 10

switchport mode access

|
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface

shutdown

AsTopckoe npaso © komnaHun Cisco n (unu) ee godepHux komnauun, 2017 r. Bce npasa 3awmileHbl. B faHHOM JOKyMeHTe
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FastEthernet0/7

FastEthernet0/8

FastEthernet0/9

FastEthernet0/10

FastEthernet0/11

FastEthernet0/12

FastEthernet0/13

FastEthernet0/14

FastEthernet0/15

FastEthernet0/16

FastEthernet0/17

FastEthernet0/18
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interface FastEthernet0/19
shutdown
!
interface FastEthernet0/20
shutdown
!
interface FastEthernet0/21
shutdown
!
interface FastEthernet0/22
shutdown
!
interface FastEthernet0/23
shutdown
!
interface FastEthernet(0/24
shutdown
!
interface GigabitEthernet0/1
shutdown
!
interface GigabitEthernet0/2
shutdown
!
interface Vlanl
no ip address
!
interface V1an99
ip address 192.168.1.11 255.255.255.0
!
ip http server
ip http secure-server
!
line con 0
password cisco
logging synchronous
login
line vty 0 4
password cisco
login
line vty 5 15
password cisco
login
|

end
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Kakne HacTporku ncnonb3yoTcsa ans pexnma npoTokona spanning-tree Ha kommyTtaTopax Cisco?

Mo ymonyaHuio MCnonb3yeTcst peXXum NpoTokona spanning-tree PVST+.

MpoBepbTe nogkniodeHne mexay komnetotepamm PC-A n PC-C. Yaanocb nu nonyy4nte OTBET Ha ping-3anpoc?

Oa.

Ecnu ax0-3anpoc BbINOMHUTL HE YAanoch, CneayeT BbiNOMHATL OTNaaKy A0 Tex nop, noka npobnema He
OypeT pelueHa.

MpumeyaHue. N5 ycnewHoON nepegaymn axXo-3anpocoB MOXeT noTpeboBaTbCsa OTKMYEHNe BpaHamayapa.

YacTtb 3: HacTtpouka KopHeBOro Mocta u nposepka cxoammoctu PVST+

B vactn 3 Bam npeactouT onpeaenntb KOPHEBOW MOCT NO YMOMYaHUIO B CETU, Ha3HAYUTb OCHOBHOM
M BCNOMOraTenbHbI KOPHEBLIE MOCTbI U UCNonNb3oBaTh komaHay debug onst npoBepku cxoanmocTtn PVST+.

MpumeyaHue. KomaHabl, Heobxogmmble Anst paboTbl MO YacTu 3, ykasaHbl B [punoxenun A. MNMpoBepbTe
CBOW 3HaHWSA U MNOMNbITANTECh HACTPOUTbL KOPHEBOW MOCT, He 3arnsbiBasi B 3TO NPUINOXEHKE.

War 1: Onpenenute TEKyLMA KOPHEBOWN MOCT.

C nomoLLbio KaKoM KOMaHAbl MONb30BaTENN onpeaensaoT COCTOsSHME MPOTOKoNa spanning-tree kommyTaTopa
Cisco Catalyst ons Bcex cetert VLAN? 3anuwimte KomaHay B CTPOKE HUXKE.

show spanning-tree
BbinonHWTE KOMaHOy Ha BCeX Tpex KoMMyTaTopax, YTobbl OTBETUTbL Ha cneayloLime BOnpochl:

MpumeyaHue. Ha kaxxgom KoMMyTaTope SOCTYNHO TPU 3K3eMnnsipa npoTokona spanning-tree. Mo
yMorn4aHuio Ha kommyTtaTtopax Cisco ucnonbsyetcs koHdurypauua STP PVST+, koTopasi no3sonsieT
co3faBaTb OTAENbHbI 3K3eMMAsp NpoTokona spanning-tree ana kaxgor cetn VLAN (VLAN 1 u Bce
ocTarbHble HaCTpOeHHble nonb3oBartenem cetn VLAN).

KakoB npuoputeT mocta kommyTatopa S1 ans cetn VLAN 1? 32769
KakoB npuoputeT mocta kommyTatopa S2 ans cetn VLAN 1? 32769
KakoB npuoputeTt mocta kommytatopa S3 ans cetn VLAN 1? 32769
Kakol koMmMyTaTop siIBNSIeTCS KOPHEBBLIM MOCTOM? Bo3mMoXHbI pasnunyHbie BapuaHTbl OTBETOB.

B naHHoM koHUrypauum aTo kommyTtaTtop S3.

I'quemy 9TOT KOMMYTATOpP Bbl6paH B Ka4eCTBe KOpHEeBOro mocTta?

Mo ymonyaHuio npoTokon spanning-tree BbIOMpaeT KOPHEBOM MOCT C Y4ETOM HaMMeHbLLEro 3HaveHns MAC-
agpeca.

S1# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.5100
Cost 19
Port 3 (FastEthernet0/3)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority
Address
Hello Time
Aging Time

32769 (priority 32768
0cd9.96e2.3d80

2 sec Max Age 20 sec
300 sec

sys—-id-ext 1)

Forward Delay 15 sec

Sts Cost Prio.Nbr
FWD 19 128.1
FWD 19 128.3

32778
0cd9.96d2.5100
19

Interface Role
Fa0/1 Desg
Fa0/3 Root
VLANOOQO10
Spanning tree enabled protocol ieee
Root ID Priority
Address
Cost
Port

Hello Time

Bridge ID Priority
Address
Hello Time
Aging Time

3 (FastEthernet0/3)

2 sec Max Age 20 sec

32778 (priority 32768
0cd9.96e2.3d80

2 sec Max Age 20 sec
300 sec

Forward Delay 15 sec

sys—id-ext 10)

Forward Delay 15 sec

Sts Cost Prio.Nbr
FWD 19 128.1
FWD 19 128.3
FWD 19 128.6

32867
0cd9.96d2.5100
19

Interface Role
Fa0/1 Desg
Fa0/3 Root
Fa0/6 Desg
VLANO0099
Spanning tree enabled protocol ieee
Root ID Priority
Address
Cost
Port

Hello Time

Bridge ID Priority
Address
Hello Time

Aging Time

3 (FastEthernet0/3)

2 sec Max Age 20 sec

32867 (priority 32768
0cd9.96e2.3d80

2 sec Max Age 20 sec
300 sec

Forward Delay 15 sec

sys—id-ext 99)

Forward Delay 15 sec

Interface Role
Fa0/1 Desg
Fa0/3 Root

S2# show spanning-tree

Sts Cost Prio.Nbr
FWD 19 128.1
FWD 19 128.3

AsTopckoe npaso © komnaHum Cisco u (unu) ee govepHux komnanuii, 2017 r. Bce npasa 3awmileHbl. B gaHHOM JokymeHTe
copepxutcs obwenoctynHas nHgpopmMaums komnanum Cisco.

Crtpanuua 11 u3 28



Na6opaTopHasa paboTta. HacTtponka Rapid PVST+, PortFast n BPDU Guard

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.5100
Cost 19
Port 3 (FastEthernet0/3)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96e8.6£80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/3 Root FWD 19 128.3 P2p
VLANOO1O
Spanning tree enabled protocol ieee
Root ID Priority 32778
Address 0cd9.96d2.5100
Cost 19
Port 3 (FastEthernet0/3)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 0cd9.96e8.6£80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/3 Root FWD 19 128.3 P2p
VLANO0099
Spanning tree enabled protocol ieee
Root ID Priority 32867
Address 0cd9.96d2.5100
Cost 19
Port 3 (FastEthernet0/3)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32867 (priority 32768 sys-id-ext 99)
Address 0cd9.96e8.6£80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec
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Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/3 Root FWD 19 128.3 P2p

S3# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0cd9.96d2.5100
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0cd9.96d2.5100
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/3 Desg FWD 19 128.3 P2p
VLANOOQO10
Spanning tree enabled protocol ieee
Root ID Priority 32778
Address 0cd9.96d2.5100
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 0cd9.96d2.5100
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/3 Desg FWD 19 128.3 P2p
Fa0/18 Desg FWD 19 128.18 P2p
VLANO099

Spanning tree enabled protocol ieee

Root ID Priority 32867

Address 0cd9.96d2.5100

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority
Address
Hello Time
Aging Time

Interface Role
Fa0/1 Desg
Fa0/3 Desg

32867 (priority 32768 sys-id-ext 99)
0cd9.96d2.5100

2 sec Max Age 20 sec Forward Delay 15 sec

300 sec

Sts Cost Prio.Nbr Type
FWD 19 128.1 P2p
FWD 19 128.3 P2p

War 2: HacTtponTe OCHOBHOM 1 BCNOMOraTesfibHbIA KOPHEBbIe MOCTbI ANA BCexX
cyuwecTtByrowmx ceten VLAN.

Mpun BbIGOpE KOpPHEBOrO MOCTa (KommyTaTopa) no MAC-agpecy moxeT obpaszoBaTbCH YCNOBHO ONTMManbHas
KoHGurypauus. B aTon nabopatopHoi paboTe Bam He06X0AUMMO HACTPOUTbL KOMMYTaTop S2 B KayecTBe
KOpHEBOro MocTa 1 koMmyTaTop S1 — B KayecTBe BCMOMOraTenbHOro KOpHEBOro MOCTa.

a. Hactponte kommyTaTop S2 B Ka4eCTBE OCHOBHOMO KOPHEBOrO MOCTa A BCEX CYLLECTBYHOLLUNX CeTEN
VLAN. 3anvwunte koMaHay B CTPOKE HUXKeE.

S2 (config) # spanning-tree vlan 1,10,99 root primary

b. Hactponte kommyTaTop S1 B Ka4yecTBe BCNOMOraTeslbHOro KOPHEBOrO MOCTa AJ1S BCEX CYLLECTBYHOLNX
ceten VLAN. 3anuwwimre KomaHay B CTPOKE HUXKE.

Sl (config)# spanning-tree vlan 1,10,99 root secondary

MCHOJ’IbSyIZTe KOMaHay show spanning-tree ana oTeeTa Ha cnefyrLuine Bonpochl:

Kakon npuoputeT MmocTa ucnonsdyetcsa ans kommytartopa S1 8 cetn VLAN 1? 28673

Kakon npuoputeT MocTa ucnons3dyetcsa ans kommytatopa S2 B cetn VLAN 17? 24577

Kakol nHTepdenc B cetm HaxoauTcs B COCTOSIHMM BIOKMPOBKN?
WHTepdenc FO/3 Ha kommyTaTope S3

S1# show spanning-tree vlan 1

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 24577
Address 0cd9.96d2.4000
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 28673 (priority 28672 sys-id-ext 1)
Address 0cd9.96e8.8a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15 sec
Interface Role Sts Cost Prio.Nbr Type
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Fa0/1 Root
Fa0/3 Desg

FWD 19 128.1
FWD 19 128.3

S2# show spanning-tree vlan 1

VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority
Address
This bridge
Hello Time

Bridge ID Priority
Address
Hello Time
Aging Time

Interface Role
Fa0/1 Desg
Fa0/3 Desg

24577
0cd9.96d2.4000
is the root

2 sec Max Age 20 sec

24577 (priority 24576
0cd9.96d2.4000

2 sec Max Age 20 sec

15 sec

Sts Cost Prio.Nbr
FWD 19 128.1
FWD 19 128.3

S3# show spanning-tree vlan 1

24577
0cd9.96d2.4000
19

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority
Address
Cost
Port

Hello Time

Bridge ID Priority
Address
Hello Time
Aging Time

Interface Role
Fa0/1 Root
Fa0/3 Altn

1 (FastEthernet0/1)

2 sec Max Age 20 sec

32769 (priority 32768
0cd9.96e8.7400

2 sec Max Age 20 sec
300 sec

Sts Cost Prio.Nbr
FWD 19 128.1
BLK 19 128.3

P2p
P2p

Forward Delay 15 sec

sys-id-ext 1)

Forward Delay 15 sec

Forward Delay 15 sec

sys—-id-ext 1)

Forward Delay 15 sec

War 3: W3meHUTe TONOSOrNIO 2-ro YpoBHS U NpPOoBEepPbTE CXOAUMOCTb.

UTtobbl NnpoBepnTb cxoanmocTtb PVST+, Heobxoanmo co3fnaTb M3MeHeHMe TONonorum 2-ro ypoBHs,
ucnonb3ysa komaHgy debug ans otcnexuBaHus coObITUIM NPOTOKONa spanning-tree.

a. BbinonHute komaHay debug spanning-tree events B npuBunernpoBaHHOM pexmnme Ha kommyTaTope S3.

S3# debug spanning-tree events

Spanning Tree event debugging is on
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b. WNameHuTe Tononoruto, oTknoume nHtepgenc FO/1 Ha kommyTaTope S3.

S3(config)# interface £0/1
S3(config-if)# shutdown
*Mar 1 00:58:56.225: STP: VLANOOOl new root port Fa0/3, cost 38

*Mar 1 00:58:56.225: STP: VLANO0O0OOl1l Fa0/3 -> listening

*Mar 1 00:58:56.225: STP[1]: Generating TC trap for port FastEthernet0/1

*Mar 1 00:58:56.225: STP: VLANO0OO10 new root port Fa0/3, cost 38

*Mar 1 00:58:56.225: STP: VLANO0OO10 Fa0/3 -> listening

*Mar 1 00:58:56.225: STP[10]: Generating TC trap for port FastEthernet0/1

*Mar 1 00:58:56.225: STP: VLAN0099 new root port Fa0/3, cost 38

*Mar 1 00:58:56.225: STP: VLAN0099 Fa0/3 -> listening

*Mar 1 00:58:56.225: STP[99]: Generating TC trap for port FastEthernet0/1

*Mar 1 0:58:56.242: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed

state to down

*Mar 1 00:58:56.242: SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an99, changed
state to down

*Mar 1 00:58:58.214: $SLINK-5-CHANGED: Interface FastEthernet0/1, changed state to
administratively down

*Mar 1 00:58:58.230: STP: VLANO0OOl sent Topology Change Notice on Fa0/3
*Mar 1 00:58:58.230: STP: VLANOO10 sent Topology Change Notice on Fa0/3
*Mar 1 00:58:58.230: STP: VLANO0099 sent Topology Change Notice on Fa0/3

*Mar 1 0:58:59.220: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to down

*Mar 1 00:59:11.233: STP: VLAN0O0Ol1l Fa0/3 -> learning

*Mar 1 00:59:11.233: STP: VLAN0010 Fa0/3 -> learning

*Mar 1 00:59:11.233: STP: VLAN0099 Fa0/3 -> learning

*Mar 1 0:59:26.240: STP[1]: Generating TC trap for port FastEthernet0/3

*Mar 1 00:59:26.240: STP: VLAN00Ol Fa0/3 -> forwarding

*Mar 1 0:59:26.240: STP[10]: Generating TC trap for port FastEthernet0/3

*Mar 1 0:59:26.240: STP: VLANO010 sent Topology Change Notice on Fa0/3

*Mar 1 00:59:26.240: STP: VLANO0010 Fa0/3 -> forwarding

*Mar 1 0:59:26.240: STP[99]: Generating TC trap for port FastEthernet0/3

*Mar 1 00:59:26.240: STP: VLAN0099 Fa0/3 -> forwarding

*Mar 1 0:59:26.248: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed

state to up

*Mar 1 0:59:26.248: $SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an99, changed
state to up

MpumeuaHue. MNpexge YeM NPOAOIHKNTL, UCXOAS U3 BbIXOAHbLIX AaHHbIX koMaHabl debug y6eaguTecs,
yT0 Bce ceTn VLAN Ha uHtepdpence FO/3 nepelunn B COCTOSHME NEPECHLINKM, NOCME YEro UCNoMnb3ynTe
komaHay no debug spanning-tree events, 4ToGbl OCTaHOBWTL BbIBOA AaHHbLIX koMaHaon debug.

Uepes kakue cocTosiHusa nopToB npoxoaut kaxaas cetb VLAN Ha nHtepdeince FO/3 B npouecce
CXOXOEHUNSA ceTn?

MpocnywneaHune, nosyyYeHne AaHHbIX U NepechIrnka

Vcnonb3ysi BpEMEHHYIO METKY U3 MEPBOro U NocrnenHero cooblueHunn otnagkn STP, paccunTtanTe Bpemsi
(okpyrnsia 0o cekyHAbl), KOTOpoe noTpeboBanock Anga cxoxaeHus cetu. Pekomengauma. dopmat
BPEMEHHO METKUN COOBLLEHNIA OTNaAKK: Y4.MM.CC.MC

Bo3MoXHbI pasnuyHble BapuaHTbl OTBETOB, OOHAKO BPeMS CXOAMMOCTM OOSMKHO COCTaBMATb NPYMEPHO
30 cekyHA.
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YacTtb 4: Hactpouka Rapid PVST+, PortFast, BPDU Guard n npoBepka
CXOAUMOCTH

B vactn 4 Bam npeacrout HacTpoutb Rapid PVST+ Ha Bcex kommyTaTopax. Bam Heobxoaumo 6yaet
HacTpouTb oyHKuMn PortFast n BPDU guard Ha Bcex nopTax 4ocTyna, a 3aTeM UCMOofb30BaTb KOMaHAy
debug ons nposepkun cxoanmocTtu Rapid PVST+.

MpumeyaHue. KomaHabl, HeobxoamMmble Ans paboTel N0 YacTu 4, ykasaHsl B [punoxeHun A. lNposepbTe
CBOW 3HaAHMSA U NonbiTanTecb HacTpouTb Rapid PVST+, PortFast n BPDU Guard, He 3arnsigpiBasi B 310
NpunoXeHue.

War 1: HactpounTte Rapid PVST+.

a. Hactponte S1 ansa ucnons3osaHusa Rapid PVST+. 3anuwmnte komaHay B CTPOKE HUXKeE.

Sl (config)# spanning-tree mode rapid-pvst
b. Hactponte kommyTtaTtopbl S2 1 S3 ans Rapid PVST+.
S2 (config) # spanning-tree mode rapid-pvst
S3(config) # spanning-tree mode rapid-pvst
c. [lpoBepbTe koOHGUrypauum ¢ nomoLlsto komaHasl show running-config | include spanning-tree mode.

S1# show running-config | include spanning-tree mode

spanning-tree mode rapid-pvst

S2# show running-config | include spanning-tree mode

spanning-tree mode rapid-pvst

S3# show running-config | include spanning-tree mode

spanning-tree mode rapid-pvst

War 2: Hacrtponute PortFast u BPDU Guard Ha nopTax goctyna.

PortFast aBnseTcs dyHKUuen npoTokona spanning-tree, KoTopas NnepesoauT NOPT B COCTOSIHUE MEePEChINKU
cpasy nocne ero BKMoYeHUs. ATy PYHKUUIO PEKOMEHAYETCS MCNONb30BaTh NP NOAKMYEHUN Y3MO0B, YTOObI
OHUW MOrnu HavaTb 0bMeH aaHHbIMK No ceTn VLAN HemeaneHHO, He JoXuaascb NpOToKona spanning-tree.
UTtobbl 3anpeTutb NopTam, HACTPOEHHbLIM C ucnone3oBaHneM PortFast, nepeckinatsh kagpsl BPDU, koTopbie
MOryT U3MEHUTb TONOMNOMMI0 MPOTOKONa spanning-tree, MOXHO BKMoUNTbL dyHKuuio BPDU guard. MNocne
nony4vexHms BPDU cyHkuma BPDU Guard oTkntoyaeT NopT, HACTPOEHHbI € MoMoLbio dyHKumK PortFast.

a. Hactponte F0/6 Ha S1 ¢ nomolbto oyHKUum PortFast. 3anuwmnte komaHgy B CTPOKE HUXE.

S1 (config)# interface £0/6
Sl (config-if)# spanning-tree portfast

b. Hactponte F0/6 Ha S1 ¢ nomowbio pyHKkumm BPDU Guard. 3anuwmnTte komaHay B CTPOKE HUXKE.

S1 (config)# interface £0/6
Sl (config-if)# spanning-tree bpduguard enable
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LWar 3:

mo6anbHO HacTponTe BCe HETPAHKOBbIE MOPThLI HA KOMMyTaTope S3 ¢ NoMoLLbo yHKUMK PortFast.

3anuwnTe KoMaHAay B CTPOKE HIDKE.

S3 (config) # spanning-tree portfast default

mo6anbHO HacTponTe BCe HETPAHKOBbIE MOPTbI HA KOMMYyTaTope S3 ¢ noMoLbo yHKUMn BPDU.

3anuwnTe KoMaHay B CTPOKE HIDKE.

S3 (config) # spanning-tree portfast bpduguard default

MpoBepbTe cxoanmocTb Rapid PVST+.

BbinonHuTe komaHgy debug spanning-tree events B NnpMBUnNerMpoBaHHOM pexume Ha KommyTtaTope S3.

M3meHuTe Tononoruo, oTknoume uHTepdenc FO/1 Ha kommyTaTope S3.

S3(config)# interface £0/1
S3(config-if)# no shutdown

Interface FastEthernet0/1,

changed state to up

initializing port Fa0/1

Fa0/1 is now designated

port FalO/1
designated
port FalO/1
designated

transmitting a proposal on Fa0O/1
transmitting a proposal on Fa0/1
transmitting a proposal on Fa0/1

received superior bpdu on Fa0/1
Fa0/1 is now root port

Fa0/3 blocked by re-root

Fa0/3 is now alternate

received superior bpdu on Fa0O/1
Fa0/1 is now root port

Fa0/3 blocked by re-root

Fa0/3 is now alternate

received superior bpdu on Fa0O/1
Fa0/1 is now root port

Fa0/3 blocked by re-root

Fa0/3 is now alternate

Generating TC trap for port FastEthernet0/1
Generating TC trap for port FastEthernet0/1
Generating TC trap for port FastEthernet0/1

transmitting an agreement on FalO/l1 as a response to

*Mar 1 01:28:34.946: SLINK-3-UPDOWN:

*Mar 1 01:28:37.588: RSTP (1) :

*Mar 1 01:28:37.588: RSTP (1) :

*Mar 1 01:28:37.588: RSTP(10): initializing
*Mar 1 01:28:37.588: RSTP(10): Fa0O/1 is now
*Mar 1 01:28:37.588: RSTP(99): initializing
*Mar 1 01:28:37.588: RSTP(99): FalO/1 is now
*Mar 1 01:28:37.597: RSTP(1):

*Mar 1 01:28:37.597: RSTP(10):

*Mar 1 01:28:37.597: RSTP(99):

*Mar 1 01:28:37.597: RSTP(1l): updt roles,
*Mar 1 01:28:37.597: RSTP(1):

*Mar 1 01:28:37.597: RSTP(1):

*Mar 1 01:28:37.597: RSTP(1l): synced Fa0/1
*Mar 1 01:28:37.597: RSTP(1):

*Mar 1 01:28:37.597: RSTP(10): updt roles,
*Mar 1 01:28:37.597: RSTP(10):

*Mar 1 01:28:37.597: RSTP(10):

*Mar 1 01:28:37.597: RSTP(10): synced Fa0/1
*Mar 1 01:28:37.597: RSTP(10):

*Mar 1 01:28:37.597: RSTP(99) : updt roles,
*Mar 1 01:28:37.605: RSTP(99):

*Mar 1 01:28:37.605: RSTP(99):

*Mar 1 01:28:37.605: RSTP(99): synced Fa0/1
*Mar 1 01:28:37.605: RSTP(99) :

*Mar 1 1:28:37.605: STP[1]:

*Mar 1 1:28:37.605: STP[10]:

*Mar 1 1:28:37.605: STP[99]:

*Mar 1 01:28:37.622: RSTP(1):

a proposal

*Mar 1 01:28:37.622: RSTP(10) :

a proposal

transmitting an agreement on FaO/l as a response to
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*Mar 1 01:28:37.622: RSTP(99): transmitting an agreement on FalO/l as a response to
a proposal

*Mar 1 1:28:38.595: $SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up

Mcnonb3ys BpeMeHHY MeTKy U3 nepBoro 1 nocnegHero coobleHn otnagkm RSTP, paccuutarite
Bpems, KoTopoe NoTpeboBanock Ansa CXoXOAeHUs CeTu.

Bo3mMozkHbI pasnunyHbie BAapuaHTbl OTBETOB, OAHAKO BPEMSI CXOXKAEHUS HE [AOMMKHO MPEeBbILIaTh OgHY
CeKyHay.

Bonpochkl ansa noBTopeHus

1. B uem 3akniouaetca rnaBHoe npeumyulectso Rapid PVST+?

Rapid PVST+ cyLiecTBEHHO YMeEHbLUIAET BpEMS CXOXAEHUs Ha 2-M ypoBHe no npotokony PVST+.

2. Kakum obpasom HacTporika noprta ¢ nomollbto yHkumm PortFast obecneunBaeT 6onee GbICTpoe cxoxaeHne?

PortFast nosBonsieT HemeAneHHO NepeBecTy NOPT AOCTYNa B COCTOSIHWE NMEPECHISIKA, YTO CYLLIECTBEHHO
COKpaLLlaeT BPEMS CXOXAEHUS 2-TO YPOBHS.

3. Kakyto 3awmTty obecneumBaet yHkuma BPDU Guard?

BPDU guard obecneunBaeT 3awmty AoMeHa STP nyTeM OTKMYEHMS MOPTOB AOCTYMNa, KOTOPbLIE NoAy4atoT
kagp BPDU. Kagpsl BPDU MoHO ucrnonb3oBaTth B Crlydae ataku Tuna «oTkas B 06CcnyxMBaHMUy, koTopast
N3MEHSIET KOPHEBOM MOCT JOMEHA U MHULMUPYET NOBTOPHOE BblumcrieHne STP.

MpunoxeHne A. KomaHabl HACTPOMKN KOMMYyTaTOpa

KommyTaTop S1

config) # wvlan 10

config-vlan) # name User

config-vlan) # vlan 99

config-vlan) # name Management
config-vlan) # exit

config)# interface £0/6

config-if) # no shutdown

config-if)# switchport mode access
switchport access vlan 10
config-if interface £0/1
config-if no shutdown
config-if switchport mode trunk
interface £0/3

no shutdown

config-if
config-if

config-if

1¢

1

1

1¢

1

1

1¢

1(

1 (config-if
1

1

1

1

1(c

1

1( switchport mode trunk
1(

)
) #
) #
) #
) #
config-if)# switchport trunk native vlan 99
) #
) #
) #
) #

config-if switchport trunk native vlan 99
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1 (config-if)# interface vlan 99
1 (config-if)# ip address 192.168.1.11 255.255.255.0
1(config-if)# exit

1 (config)# spanning-tree vlan 1,10,99 root secondary

(
(
(
(
1 (config)# spanning-tree mode rapid-pvst
1 (config)# interface £0/6

1 (config-if)# spanning-tree portfast

(

1 (config-if)# spanning-tree bpduguard enable

KommyTatop S2

2 (config)# vlan 10

2 (config-vlan) # name User

2 (config-vlan) # vlan 99

2 (config-vlan)# name Management

2 (config-vlan) # exit

2 (config) # interface £0/1

2 (config-if) # no shutdown

2 (config-if) # switchport mode trunk
switchport trunk native wvlan 99
2 (config-if interface £0/3
config-if no shutdown

2 (config-if

#

#

#

# switchport mode trunk

# switchport trunk native vlan 99
#

2 (config-if interface vlan 99
2 (config-if)# ip address 192.168.1.12 255.255.255.0

2 (config-if) # exit

)
)
)
)
2 (config-if)
)
)
)

(
(
(
(
(
(
(
(
2 (config-if
(
(
(
(
(
(
(
2 (config) # spanning-tree vlan 1,10,99 root primary
(

2 (config)# spanning-tree mode rapid-pvst

KommyTaTop S3

config) # wvlan 10

config-vlan) # name User
config-vlan) # wvlan 99
config-vlan) # name Management
config-vlan) # exit

config)# interface £0/18
config-if) # no shutdown

switchport mode access
config-if)# switchport access vlan 10
config-if)# spanning-tree portfast
# spanning-tree bpduguard enable
config-if)# interface £f0/1
config-if) # no shutdown
#
#

config-if

3¢

3¢

3¢

3¢

3¢

3¢

3¢
3(config-if
3

3¢

3

3

3¢

3(c switchport mode trunk
3

) #
)
)
config-if)
)
)
)
)

config-if switchport trunk native wvlan 99
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interface £0/3
no shutdown

config-if
config-if
config-if switchport mode trunk

switchport trunk native wvlan 99
interface vlan 99

ip address 192.168.1.13 255.255.255.0

config-if) # exit

S3( ) #
S3( ) #
S3( ) #
S3 (config-if)#
S3 (config-if)#
S3 (config-if)#
S3(
S3(config)# spanning-tree mode rapid-pvst

KoHdmrypaumm yctponctes — ntoroBble

KommyTatop S1

Sl#show run
Building configuration...

Current configuration : 1963 bytes

I

version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

I

hostname S1

|

boot-start-marker

boot-end-marker

|

enable secret 4 06YFDUHH61wAE/kLkDg9BGholQM5EnRtoyr8cHAUg. 2
|

no aaa new-model

system mtu routing 1500

|

no ip domain-lookup

|

spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 1,10,99 priority 28672
|

vlan internal allocation policy ascending
|

interface FastEthernet0/1
switchport trunk native wvlan 99
switchport mode trunk

|

interface FastEthernet0/2
shutdown

I

interface FastEthernet0/3
switchport trunk native wvlan 99
switchport mode trunk

I

interface FastEthernet0/4
shutdown
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interface

shutdown
|

interface

FastEthernet0/5

FastEthernet0/6

switchport access vlan 10
switchport mode access

spanning-
spanning-

interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
|
interface
shutdown
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tree portfast

tree bpduguard enable

FastEthernet0/7

FastEthernet0/8

FastEthernet0/9

FastEthernet0/10

FastEthernet0/11

FastEthernet0/12

FastEthernet0/13

FastEthernet0/14

FastEthernet0/15

FastEthernet0/16

FastEthernet0/17

FastEthernet0/18

FastEthernet0/19

FastEthernet0/20

FastEthernet0/21

FastEthernet0/22
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interface FastEthernet0/23
shutdown

|
interface FastEthernet0/24
shutdown

I
interface GigabitEthernet0/1
shutdown

I
interface GigabitEthernet0/2
shutdown

|
interface Vlanl

no ip address

I
interface V1an99

ip address 192.168.1.11 255.255.255.0
|

ip http server

ip http secure-server

I

line con 0

password cisco

logging synchronous

login

line vty 0 4

password cisco

login

line vty 5 15

password cisco

login

|

end

KommyTtaTop S2

S2#show run
Building configuration...

Current configuration : 1864 bytes

|

version 15.0

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname S2

!

boot-start-marker

boot-end-marker

enable secret 4 06YFDUHH61wAE/kLkDg9BGholQM5EnRtoyr8cHAUg. 2
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I

no aaa new-model

system mtu routing 1500

I

no ip domain-lookup

|

spanning-tree mode rapid-pvst

spanning-tree extend system-id

spanning-tree vlan 1,10,99 priority 24576
|

vlan internal allocation policy ascending
I

interface FastEthernet0/1
switchport trunk native wvlan 99
switchport mode trunk

I

interface FastEthernet0/2
shutdown

!

interface FastEthernet0/3
switchport trunk native vlan 99
switchport mode trunk

I

interface FastEthernet0/4
shutdown

!

interface FastEthernet0/5
shutdown

!

interface FastEthernet0/6
shutdown

!

interface FastEthernet0/7
shutdown

!

interface FastEthernet0/8
shutdown

!

interface FastEthernet0/9
shutdown

!

interface FastEthernet0/10
shutdown

!

interface FastEthernet0/11
shutdown

!

interface FastEthernet0/12
shutdown
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|
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface

shutdown
|

FastEthernet0/13

FastEthernet0/14

FastEthernet0/15

FastEthernet0/16

FastEthernet0/17

FastEthernet0/18

FastEthernet0/19

FastEthernet0/20

FastEthernet0/21

FastEthernet0/22

FastEthernet0/23

FastEthernet0/24

GigabitEthernet0/1

GigabitEthernet0/2

interface Vlanl

no ip address

interface V1an99

ip address 192.168.1.12 255.255.255.0
|
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ip http server

ip http secure-server
|

!

line con O

password cisco
logging synchronous
login

line vty 0 4
password cisco
login

line vty 5 15
password cisco
login

I

end

KommyTatop S3

S3#show run
Building configuration...

Current configuration : 1935 bytes
|
version 15.0
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
I
hostname S3
I
boot-start-marker
boot-end-marker
|
enable secret 4 06YFDUHH61wAE/kLkDg9BGholQM5EnRtoyr8cHAUg. 2
|
no aaa new-model
system mtu routing 1500
I
no ip domain-lookup
I
spanning-tree mode rapid-pvst
spanning-tree portfast default
spanning-tree portfast bpduguard default
spanning-tree extend system-id
|
vlan internal allocation policy ascending
I
interface FastEthernet0/1
switchport trunk native wvlan 99

AsTopckoe npaso © komnaHun Cisco n (unu) ee godepHux komnauun, 2017 r. Bce npasa 3awmileHbl. B faHHOM JOKyMeHTe
copepxutcs obwenoctynHas nHgpopmMaums komnanum Cisco. CTtpaHuua 26 u3 28



Na6opaTopHasa paboTta. HacTtponka Rapid PVST+, PortFast n BPDU Guard

switchport mode trunk

interface

shutdown
|

interface

switchport trunk native wvlan 99

FastEthernet0/2

FastEthernet0/3

switchport mode trunk

|
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface

shutdown
|
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FastEthernet0/4

FastEthernet0/5

FastEthernet0/6

FastEthernet0/7

FastEthernet0/8

FastEthernet0/9

FastEthernet0/10

FastEthernet0/11

FastEthernet0/12

FastEthernet0/13

FastEthernet0/14

FastEthernet0/15

FastEthernet0/16

FastEthernet0/17
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interface FastEthernet0/18
switchport access vlan 10
switchport mode access
|
interface FastEthernet0/19
shutdown
|
interface FastEthernet0/20
shutdown
I
interface FastEthernet0/21
shutdown
I
interface FastEthernet0/22
shutdown
|
interface FastEthernet0/23
shutdown
|
interface FastEthernet0/24
shutdown
I
interface GigabitEthernet0/1
shutdown
|
interface GigabitEthernet0/2
shutdown
|
interface Vlanl
no ip address
I
interface V1an99
ip address 192.168.1.13 255.255.255.0
I
ip http server
ip http secure-server
|
line con O
password cisco
logging synchronous
login
line vty 0 4
password cisco
login
line vty 5 15
password cisco
login
|

end
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